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QUESTION 51
Which IPS signature regular expression CLI command matches a host issuing a domain lookup for www.theblock.com?  

A.    regex-string (\x03[Tt][Hh][Ee]\x05[Bb][Ll][Oo][Cc][Kk])
B.    regex-string (\x0b[theblock.com])
C.    regex-string (\x03[the]\x05[block]0x3[com])
D.    regex-string (\x03[T][H][E]\x05[B][L][O][C][K]\x03[.][C][O][M]


  

Answer: A  

QUESTION 52
Which three user roles are partially defined by default in Prime Security Manager? (Choose three.)  

A.    networkoperator
B.    admin
C.    helpdesk
D.    securityoperator
E.    monitoringadmin
F.    systemadmin  

Answer: BCF  

QUESTION 53
Which three options are IPS signature classifications? (Choose three.)  

A.    tuned signatures
B.    response signatures
C.    default signatures
D.    custom signatures
E.    preloaded signatures
F.    designated signatures  

Answer: ACD  

QUESTION 54
At which value do custom signatures begin?  

A.    1024
B.    10000
C.    1
D.    60000  

Answer: D  

QUESTION 55
Which two commands are valid URL filtering commands? (Choose two.)  

A.    url-server (DMZ) vendor smartfilter host 10.0.1.1
B.    url-server (DMZ) vendor url-filter host 10.0.1.1
C.    url-server (DMZ) vendor n2h2 host 10.0.1.1
D.    url-server (DMZ) vendor CISCO host 10.0.1.1
E.    url-server (DMZ) vendor web host 10.0.1.1  

Answer: AC  

QUESTION 56
Which Cisco technology is a customizable web-based alerting service designed to report threats and vulnerabilities?  

A.    Cisco Security Intelligence Operations
B.    Cisco Security IntelliShield Alert Manager Service
C.    Cisco Security Optimization Service
D.    Cisco Software Application Support Service  

Answer: B  

QUESTION 57
Hotspot Questions  


  

  

Which signature definition is virtual sensor 0 assigned to use?  

A.    rules0
B.    vs0
C.    sig0
D.    ad0
E.    ad1
F.    sigl  

Answer: C
Explanation:
This is the default signature. You can create multiple security policies and apply them to individual virtual sensors. A security policy is made up of a signature definition policy, an event action rules policy, and an anomaly detection policy. Cisco IPS contains a default signature definition policy called sig0, a default event action rules policy called rules0, and a default anomaly detection policy called ad0. You can assign the default policies to a virtual sensor or you can create new policies.  

QUESTION 58
Hotspot Questions  

  

  

  

What action will the sensor take regarding IP addresses listed as known bad hosts in the Cisco SensorBase network?  

A.    Global correlation is configured in Audit mode fortesting the feature without actually denying
any hosts.
B.    Global correlation is configured in Aggressive mode, which has a very aggressive effect on
deny actions.
C.    It will not adjust risk rating values based on the known bad hosts list.
D.    Reputation filtering is disabled.  

Answer: D  
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